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ABSTRACT

A number of security models including the military
model, the Institute of Medicine model, and the
matrix model have been utilized, or proposed, for
protectinig clinical informationsystems. These models
have a number of limitations, however, and of
particular concern, theyfocus on security as opposed
to access. In this paper we describe a multilevel
access model which can overcome some of these
limitations. This model is currently being utilized in
the development of an improved security
infrastructurefor a clinical information system.

INTRODUCTION

Until recently, clinical information system (C.I.S.)
security issues have received relatively little attention.
Although there has been a great deal of research on
the topic of computer security, review of the
literature reveals only a modest body ofwork related
specifically to the security of clinical information
systems; e.g., [6,11,14].

A number of factors, however, are leading to
increased recognition of the importance of security
issues. For example, the Joint Commission's
information management audits will include security
[7], and several pieces of pending legislation
explicitly refer to the protection of computerized
patient data, e.g, [15]. In addition, both published

[1,8,12] and unpublished reports of recent C.I.S.
security breaches have served to increase awareness.

Although it is essential to have adequate security, it
is also true that excessive security can be detrimental
(for example, if a physician cannot access lab data on
an individual in extremis because "it is not his
patient"). There is frequently a tradeoff between
access and security and the two must be carefully
balanced [5]. There are other tradeoffs as well; for
example, security mechanisms can significantly
increase system overhead and thereby degrade system
performance, and certain security mechanisms may
be inordinately expensive.

Conceptually, security mechanisms may be broken
into three categories: authentication, authorization,
and audit. Authentication involves a user proving
their identity (e.g., by means of a password or
biometric system) in order to log on to the system.
Authorization involves the specification and
enforcement of access rights to specific pieces of
data. Audit is the process of checking for security
breaches.

In this paper we describe a multilevel access model
which we developed in order to improve
authorization control for the Rush-Presbyterian-St.
Luke's C.I.S. A particular emphasis in construction
of this model was the need to balance access and
security. The model was developed after careful
consideration of a number of other models that have
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been used (or proposed) for securing clinical
information systems: 1) the military model, 2) the
Institute of Medicine (I.O.M.) model, and 3) the
matrix model. These other models are described
below.

SECURITY MODELS

The basic idea of the military model [3] is to classify
documents hierarchically in terms of their sensitivity;
e.g., "top secret," "secret," "confidential," and
"unclassified." Conceptually, one may think of this
model as an onion skin with the most sensitive
documents on the inside, and the least sensitive on
the outside. Users are allowed to access information
only up to the depth which corresponds to their
maximum security clearance. These 'mandatory"
controls can be supplemented with "discretionary"
controls that allow a finer level of granularity within
a given layer. Note, however, that discretionary
controls are overlaid on top of mandatory controls,
but do not supersede them. It is important to note
that this model is best viewed as a security model as
opposed to an access model [11] - although a user's
security clearance should be determined on a "need
to know" basis, there is very little emphasis on the
modeling of users needs, rather the emphasis is on
the sensitivity of the data.

Although this model has worked well in the military,
it is not clear that it is appropriate for healthcare.
For example, there are many situations wherein a
healthcare worker may need access to sensitive data,
but not to nonsensitive data; e.g., a social worker
will need to know if a client is an alcoholic (highly
sensitive), but probably does not need access to a
patient's blood type (less sensitive). As another
example, although an orderly may need to know that
a patient has a contagious disease (so that s/he will
wear a face mask), it is unlikely that s/he would need
to know a patient's marital status. The model has
other limitations as well (e.g., some of the limitations
of the matrix model).

The Institute of Medicine model [4] proposes that
data be classified into three levels: "extremely
sensitive," "sensitive," and "least sensitive." This
hierarchical model is very similar to the militaries'
mandatory access control model, and it suffers from
the same limitations.

The basic idea of the matrix model is that each unit

of data has an associated set of permissions for each
user, where a unit of data can be a file in the context
of an operating system [9], a relation or, in some
cases, a field in the context of a database [2], etc.
Permissions specify the actions that a user can
perform (e.g., read, write, execute, etc.). Typically,
such a model is implemented by means of a matrix.
Note that, for reasons of computational efficiency,
users may be classified into groups, as may units of
data.

Among the strengths of the matrix model are: 1) It
can support a higher level of granularity than the
military model. 2) In theory, it is easy to implement
the user's access requirements - merely fill in the
matrix.

Among the limitations of the model are the following:
1) although it allows for easy implementation of
access requirements, it does not assist in the
determination of those requirements. 2) The matrix
model does not address certain issues at all, for
example, cross patient searches (e.g., a given
patient's creatinine and address is probably not
sensitive, but a list of all patients's creatinines and
addresses might be - because this list could be used
as market research by an enterprising nephrologist!).
3) The matrix model has theoretical limitations in
certain domains; e.g., in a relational database using
views, it is easier to achieve finer granularity of
control over read access, as opposed to update access
[13].

A MULTILEVEL ACCESS MODEL

In an effort to overcome some of the limitations
described above, we designed a multilevel access
model. This model consists of four levels of
principles and issues. The key components of the
model are described below. Note that, in the
examples that follow, we focus on physicians, but the
discussion can be generalized to other healthcare
workers as well.

1) General Access (and Security) Principles

A) It is nearly impossible to achieve complete
security; e.g., a persistent hacker can penetrate
virtually any system if given enough time.

B) Access and security are (generally) inversely
related.
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2) General Access Principles For Healthcare

A) The need to access data is role speific; a given
physician's need to access data depends on the
particular role that he or she is playing at a
particular point in time. The types of roles may
be classified broadly as patient care,
administration, and research (note that there is
potential overlap here, e.g., Q.A., U.R.,
education, etc.).

B) The time urgency of access to data depends on
which particular role a physician is playing:

High Patient Care

X Administration

Low Research

C) The need for individual p2atient data depends on
which particular role a physician is playing:

High Patient Care

3) Access Issues That Will Need to be Resolved in
All (or Most) Healthcare Institutions

Note that the particular resolution of these issues will
differ from institution to institution, depending upon
the underlying environment; e.g., teaching versus
community hospital, closed versus open medical staff,
etc.

A) Are individual patients "assigned" to individual
physicians (i.e., can physicians only access data
on their "own" patients)?

B) What data is a physician authorized to access on
a given patient (e.g., can physicians access
hospital financial data as well as clinical data)?

C) Are cross patient searches allowed?

D) Is the construction of secondary databases
allowed?

4) Access Issues That May Need to be Resolved
Within Specific Healthcare Institutions

A) Certain types of access within psychiatric

vI Administration hospitals.

Low Research
B) Certain types of access within substance abuse

treatment centers.

D) The need for data across patients depends on
which particular role a physician is playing:

Low Patient Care

ft Administration

High Research

Example for principles B, C, and D: A physician
performing patient care activities might
(B) immediately need the hematocrit of (C) the
individual patient Jones, but would not need (D) a
list of all patient's hematocrits.

E) In an emergency, a physician may need access
to anv data.

UTILIZATION OF THE MODEL:
A CASE STUDY

We developed an initial version of the multilevel
access model approximately a year and a half ago.
Since that time we have refined the model and, in
addition, we have used it as a fundamental
framework for expanding and improving the security
of the Rush-Presbyterian-St. Luke's clinical
information system.

Rush-Presbyterian-St. Luke's Medical Center
(RPSLMC) is comprised of several hospitals, with
over a thousand total beds, medical and other
graduate schools, and a number of other healthcare
facilities. The RPSLMC clinical information system
services the institution by means of a campus-wide
network.

Our basic approach has been to use the access model
to identify and clarify access requirements, and then
use those access requirements to develop security
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requirements and mechanisms. The following are
some examples (from Rush-Presbyterian-St. Luke's
Medical Center) of how the principles and issues
specified in the model can be applied to the
development of a security infrastructure.

Principles IA) (it is difficult to defeat a determined
hacker), and iB) (access and security are inversely
related): We have made an explicit decision to
accept certain types of security vulnerabilities in
exchange for encouraging access. In order to
minimize risks, however, we are developing a
comprehensive set of policies and procedures, audit
mechanisms, and penalties, so that transgressors can
be detected and penalized.

Principle 2E) (in an emergency, a physician may
need any data): In light of this principle we will
utilize a "Code Red" facility wherein a physician
may, at his or her own discretion, circumvent most
security mechanisms in order to access any patients'
information. In order to prevent abuses, however,
code red accesses will be subject to mandatory, and
detailed, investigation.

Model Level 3) (issues requiring resolution within a
given institution): In order to resolve specific access
issues we have convened several committees with
representatives from the medical staff, administration,
and other departments. These committees are
currently formulating policies, procedures, and
detailed profiles of user access rights.

Issue 3A) (assign individual patients to individual
physicians?): A number of hospitals have
implemented this successfully [10], but in a teaching
hospital this may be extremely difficult, if not
impossible, to accomplish. Accordingly, we have
resolved this issue by electing not to make such an
assignment.

Issue 3B) (what data is a physician authorized to
access?): We have elected to allow physicians to
access most, but not all, data on a given patient (e.g.,
they will not be able to access certain types of
hospital financial data). This will be implemented by
means of a matrix. Access rights for non-physicians
will probably be more highly restricted. A number
of multidisciplinary committees are currently
formulating guidelines.

Issue 3C) (cross-patient searches): In general, most
cross-patient searches are used for research or
administrative purposes (Principle 2D). Therefore,

they are generally not time urgent (Principle 2B).
Hence, general query language facilities will not be
available on the system (arbitrary searches will need
to be approved). Since certain cross-patient searches
may, in fact, be needed for patient care, e.g.,
infection control, these searches will be pre-
authorized and available by means of a menu.

Issue 3D) (creation of secondary databases): Any
secondary database to be created is almost certainly
intended for research or administrative use, hence,
creation of such a database is generally not time
urgent (Principle 2B). Therefore, file transfers will
need prior approval (security based upon software
and policies/procedures). In addition, workstations,
at certain locations, will be diskless (security based
upon hardware).

ADVANTAGES OF THE MODEL

The model can be used to overcome some (although
not all) of the limitations of other approaches (e.g.,
it assists in the formulation of access requirements).

The model is at a high enough level that it
encourages one to "see the forest through the trees"
(e.g., initially concentrating on the creation of a
security matrix will likely be extremely time
consuming - and it is also likely that important issues
will be overlooked).

The model is independent of specific hardware,
software, and policies and procedures.

One of the most difficult tasks in implementing a
security infrastructure is establishing user "buy in."
This model is simple, and focuses on user needs as
opposed to system needs. As a result, we have found
that the model is easy to present to clinicians and
administrators, and, so far, it has met with ready
acceptance.

OPEN ISSUES

Although we believe that our model is both powerful
and usable, there are a number of issues which it
does not address successfully and which would make
good grounds for future research:

It can be difficult to protect the contents of lengthy
unstructured notes (because they cannot be readily
broken into meaningful fields, the level of granularity
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of access must be quite coarse - generally all or
nothing). As clinicians begin to move towards more
structured formats for recording information (e.g.,
input into encounter forms or templates), this
problem will become more tractable.

Access by inference: Certain data elements, although
individually non-sensitive, may become sensitive
when aggregated together; e.g., certain patterns of
liver enzymes are suggestive of alcohol abuse. This
issue has been investigated in other domains,
however, it is not clear whether solutions from these
domains would be effective - or even appropriate - in
the context of healthcare.

Field content: Certain fields may become sensitive
depending upon their contents - e.g., the diagnosis
field may not be sensitive (usually), but certain
diagnoses will make it sensitive (e.g., a diagnosis of
appendicitis is not sensitive, but a diagnosis of HIV
is). Similar issues have been investigated in the
context of data base management; for example, some
relational database systems can control access
depending upon field content (e.g., forbid a SELECT
for all salaries > $50,000). These techniques would
seem to warrant further investigation in the medical
domain.

CONCLUSION

A variety of factors are leading to increased
recognition of the need to adequately secure clinical
information systems. It is not clear that conventional
security models are workable, or even appropriate, in
the healthcare domain. In particular, they emphasize
security as opposed to access. It is our belief that
new models - based upon the access requirements of
users - will be needed. We have developed one such
model, and have been utilizing it successfully as a
framework for improving security.
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